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1 September 1977

MEMORANDUM FOR: Assistant for Information, DDA

FROM:

Chief, Information services Staff, DO

SUBJECT: H.R. 8279 - Amendment to Privacy Act
of 1974

1. I have recently received a copy of H.R. 8279
(95th Congress, First Session) to amend the Privacy Act
of 1974. I feel the proposed changes are serious enough
to merit an early alert to your office that CIA needs to
make a detailed study of the implications of the proposed
amendment to the Privacy Act. This need stems from the
apparent omission from the proposed amendment of the
general exemptions available to the Central Intelligence
Agency under 5 U.S.C. 552a(j). The general exemption
just quoted embraces the concept of protecting intelli-
gence sources and methods from unauthorized disclosure.
The omission of such a fundamental concept in the proposed
amendment is of concern to the entire Agency as well as to
the Directorate of Operations. We are also concerned with
the apparent changes regarding the routine use of records
and with the provisions dealing with conditions of
disclosure.

2. I have not attempted to make a detailed comparison
between the proposed amendment and the current law; however,
my staff is available to give advice and guidance regarding
Directorate of Operations equities vis-a-vis the proposed
amendment.
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95 CONGRIESS
1sr Snsson

IN TIHE IIOUSE OF REPRISENTATIVES

Juny 13,1977
Mr. Gormwarer (for hhmself and Mr. Koor) introduced the followine bill:
- - . ) 4 ,
which wag veferred to the Commitiee on Government. Operations

3ALE.

To amend the Privacy Act of 1974,

1 Be it enacled by the Senale and House of Representa-
& twes of the United Stales of America in Congress assembled,
3 BECTION 1, Section £52a of title 5, United States Code,
4 i3 amended to read as follows:

5 “§552a. Inforiation wainiained on individuals

G (a) Dwwinrerons.—or purposes of this seetion—

7 “(1) the term ‘agency’ means agency as defined in

& seetion BHH2 (¢) of this title;

9 “(2) the term ‘individual’ means a citizen of the
10 United States or an alien lawfully admitted for perma-
11 nent residence ;
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“(3) the torm “record’ means any item, collection, or
grouping of information about an individual including,
but not limited to:

\'L_”(A) uormal directory information, such as
the mdl\ldu.ﬂ s name, address, telephone number,
l)usiﬁesé'ad('h'c;sxs, or similar Information,

“(B) other numbers, symbols, lingerprints,
voiceprints, phatographs, or identilying particslars
assigned to, or associated with, the individaal,

“(C) information relating to the individual’s
background, cducation, finanees, health, criminal
history, or employmgnt history, or

“(D) any other attributes, alliliations, or char-
acteristics associated with, or assigned (0, {he
individual ;

“(4) the term ‘individually identifinhle record’
means a reeord which could be 1 rasonably expeeted o
divectly or indircetly identily the individual or individ-
uals to whom it pertains;

“(5) the term ‘statistical record’ means a record
which is collected or maintained by a Iederal ageney or
pursuant to a Tederal research contract or grant, or a
subcontract thereof, for a research or statistical reporting
parpose only and which is not used, in whole or in part,

in mdnlduaﬂy identifiable f 1]00%6%3180%%3 decision or
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1 to take any action directly affecting the individual to
9 whom the record pertains (exeept within the context of
3 the research plan or protocol or as provided by section
4 8 of title 13) ;
5 “(6) the term ‘accessible record” means an individ-
6 vally wlentifiable rccord, cexcept a statistical record,
7 which is:
8 “(A) systematically filed, stored, or otherwise
9 maintained according to some established retrieval
10 scheme or indexing structure and which is, in prac-
11 tice, accessed by nse of, or reference to, such retrieval
12 scheme or indexing structure for the principal pur-
13 pose of retrieving the record, or any portion thereof,
14 on the basis of the identity of, or so as to identify,
15 an ndividual, or
16 “(B) otherwisze readily aceessible because:
17 “(1) the agency is able to access the record
13 without an unreasonable expenditure of time,
19 money, clfort, or other resources, or
20 “(i) the individnal to whom the record E
21 pertains s able o provide sufficiently speeifie :
22 locating imformation so as to render the record
23 accessible by the ageney without an unrcason-
24 able expenditure of time, money, ecffort, or
25 other resources;
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“(7) the term ‘systemn,” or ‘subsystem,” means any
collection or grouping of accessible rocords as defined by
paragraph (6) (A) of this subscction;

“(8) the term ‘maintuin’ includes colleet, obtain,
maintain, possess, process, use, disseminate, or disclose;

“9) the term ‘routine use’ means the use or dis-
closure of an 1individually idewdifiable record for a
purpose which 1s:

“(A) compatible with the purpose for which
the information in the record was colleeted or
obtained, and

“(B) consistent with the conditions or reason-
able expectations of use and disclosure under which
the information in the record was provided,
collected, or obtained ; and
“(10) the term ‘collateral use’ means the use or

disclosure of an individually identifiable rceord for a
purposc which:

“(A) would not he considered a rouline use
as defined by paragraph (9) of this subscction,
and

“(B) is specifically authorized by statote:

.
Provirded, That such statute:

“(i) was cnacted after January 1, 1975,

Approdd For Release 2085/05/07 : CIA-RDP80-00473A000700040002-3
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“(i1) establishes specific criteria for the use
or disclosure of specific types of information.
“(h) Accuss mo Recorps.-—lach ageney that main-
tains accessible records shall make those records available to
the individuals to whom they pertain as follows:

“(1) Except as provided under paragraphs (3)
and (H) of this subscction, cach ageney that maintains
an accessible record shall, upon receipt of a request which
reasonably deseribes such accessible record from the
individual to whom it pertaing:

“UA) After receipt of satisfactory assurance
that the requesting individual 1s who he purports to
he-—

““(1) muake such accessible record, or a copy
of all or any portion thercof, available to that
individual n a form which is comprehensible to
him and which reflects, as accurately as can be
reasonably expected, the context or mauner in
which the agency maintains and uses that
record;

“{ii} to the extent that the agency can be
reasonably expected to be aware of substantially
sitnilar or derivative versions of such accessible
record which it maintains, and to the extent

that such substantially similar or derivative ver-

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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stch substantially shmilar or derivative versions

of such accessible record, or a copy of all or any

portion thereof, available to that individual

a form which ix comprehensible to him and

which refleels, as aceurately as can be reason-

ably cxpected, the context or manner in which
the ageney maintains and uses that vecord.

“(B) Upon request by an individual who has
been grauted aceess under subparagraph (A), the
agency shall provide the individual with an ac-
counting of the actual uses and disclosures made
of such record within a reasonable period of time
prior to the request as follows:

“(i) The ageney shall provide the individ-
ual with an accounting of all of the prior yecip-
ients of such reeord to whowm the ageney could
be reagonably expected o propagate a correc-
tion pursuant to paragraphs (1) through (4)
of subscction (f).

“(ii) The agency shall provide the mdivid-
ual with an accounling ol any other prior
recipients of such record of which the agency
could be reasonably expected to he aware but {o

whom the ageney could not be reasonably ex-

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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1 peeted to propagate corrections pursuant to such

2 paragraphs.

3 “(m) In providing;' the accounting pur-

4 suant to divisious (i) and (ii) of this sub-

5 paragraph, the agency shall take rcasonable

6 afirmative steps to inform the individual, in a

7 form comprehensible to him, of:

8 “(1) the date, nature, and purpose of cach

9 disclosure, and
10 T the name and address of the person
11 or agency to whom the disclosure was made.
12 “(2) When an agency grants an individual access
13 to an accessible record or an accounting of the uses and

14 disclosures of such record pursnant to paragraph (1) of

15 this scetion, the individual to whom the record pertaing

16 may, upon his request, be accompanied by a person of

17 his own choosing, except, that the agency may require

18 the individaal to Turuish a written statement anthorizing

19 discussion or disclosive of that individual’s record, or its

20 uses and  disclosures, in the accompanying person’s

i

21 [HOSLILE, ?
A2 “(3) Nothing in this section shall be construed as ;
23 requiring an agency to grant an individual access to in- }
24 formation within a record which is:

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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“(A) (i) specifically anthorized under eriteria

established by an Ixecutive order to be kept seeret
in the interest of national defense or foreign policy,
and

“(ii) is, in fact, properly classified pursuant to
such Hxecutive order;

“(B) investigatory information compiled for
law enforcement purposes, but ouly to the extent
that the production of sich information would:

“(1) interfere with enforcement proceed-

“(i1) deprive a person of  vight to a fair
trial or an impartial adjudication;

“(iii) constitute an unwarranted invasion
of personal privacy;

“(iv) disclose the idéntii-y of a conflidential
source and, i the case of a record compiled by
a eriminal law enforcement authority in the
course of a criminal jnv stigation, or hy an
agency conducting a lawful nalional security
intelligence investigation, confidential mforma-

tion furnished only by the confidential souree;

111

C(v) disclose investigative techniques and

procedures; or

Abproved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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9

1 “(vi) endanger the life or physical salety
2 of law enforcement persennel;

3 “(C) contained in or related to examination,
4 operaling, or condition reports prepared by, on
5 behalf of, or for the use of an agency responsible
6 for the regulation or supervision of financial
7 institutions;

8 - “(D)  iformation compiled in reasonable
9 anticipation ol ¢ivil action or proceeding;

10 “(B) invesligatory material compiled solely
1 Hor the purpose of determining suitability, cligibility,
12 or qualifications for Iederal civilian employment,
13 military service, Iederal contracts, diseretionary
14 Tederal granls, or access to classified information,
15 but only to the extent that the disclosure of such
16 material would reveal the identity of a source who
17 farnished information to the Government under an
18 express promise that the identity of the source would
19 be held in confidenee, or, prior to September 27,
20 1975, under an implied promise that the identity
21 of the source would be held in confidence;
22 “(I') testing or cxamination material used
23 solely to deteymine individual qualifications for
24 - appointment or promotion in the Iederal scrvice

: 9700
A[I)'})'r%{\'l(?dllzgr Reléase 2002/05/07 : CIA-RDP80-00473A000700040002-3
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:
1 the disclosure of which would compromise the ;
¢
i 2 objectivity or fairness of the testing or examination ﬁ
: 3 process; ‘
1 4 “(G)  evaluaiion material used fo defermine
[ 5 potential for promotion in the armed services, %
. 26 but only to the eoxtent (hat the disclosure 4
] 7 of such material would reveal the idendity ol a ’;
e 4
“ '8 gource who furnishied information to the Govern- gf
; 9 ~ ment under an express promise that the idendity of
10 “ the source would he held in confidenco, or, priov to
'1 1 ~ September 27, 1975, under an implied promise that ]
it
1‘ 12, the identity of the source would Dbe held in
13, confidence; or {
14 ' “(I1) authorized by statnte to be withheld *‘
l 15 from the parent or legal gnardian of the individual
16 to whom the information pertains and the requesting ‘
b
At individual 13, in fact, the parent or legal guardian of “%
18 the individual to whom the i;l[(),L'ma'Lion pertains. §
i .
1 19 “(4) Any reasonably scgregable portion of an f
i 20 aceessible record shall be provided to any individual
’]1 21 requesting such record pursuant to paragraph (1) (A), n
”‘ 22 (1) (B), or (1) (0) of this subsection, and any rea- ;
1
] 23 sonabl}; segregable portion of the accounting of the
24 uses and disclosures of such record shall be provided to

Apbroved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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1 any individual requesting such accounting pursuant to
2 paragraph (1) (D) of this section, after deletion of the
3 portions which are exempt under this subsection.

4 “(5) While it may not do.ny access to an aceessible
5 record to the individual to whom the record pertains,
6 except as provided in pavagraph (3) of this subsection,
7 an agency may establish special procedures for the dis-
8 closure of information pursnant to paragraph (1) of this
9 subsection if the agency believes that the disclosure of
10 such information would adversely affect the health of
11 the individual to whoem it pertains or the safety of any
12 other individual.
13 (¢) AmmyzpMENT or Rucorbs.~—Iach agency that

M ynaintaing accessible records shall permit the individuals to

15 whom the records perfain {0 request amendment of those

15 yecords as follows:

17 “(1) When an mdividual has been granted access
18 to an accessible record, or a substantially similar or
19 derivative version thereof, pursnant to subsection (D)
20 (1) of this seetion, the agency shall also permit that
21 fudividuals to request amendment of that record, or the
22 substantially similar or derivative versions therecf,
23 and-—

24 - “(A) notlater than 10 days (excluding Satur-

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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days, Sundays, and legal public holidays) after the

date of reccipt of such request, acknowledge in writ-

ing such request; and
“(B) prompiiy, cithep--

“(i) muke any correetion of any portion
thercol wihich the individual believes is not
accurate, relevant, timely, or complete; or

“(ii) inform the individual of its refusal to
amend the record, or the substantially sinilar
or derivative versions thereof, in aceordance
with his request, the reason for the refusal, the
procedures established Dy the agency for the
individual to vequest a review of that refusal hy
the head of the agency or an officer desionated
by the head of the agency, and the name and
business address of that official.

“(2) The agency shall permit the individual who
disagrees with its refusal to amend his record, or the
substantially similar or derivative versions thereof, to
request a review of such refusal, and not later than 80
days (excluding Saturdays, Sundays, and legal public
])_O]idﬂ.)ls) from the date on which the individual requests
such review, complete such review and make a final

determination unless, for good cause shown, the head of

Approved®or Relelie 2662/6%/6% ce s RoPes Bokrpav007d0040002-3
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“(8) If, after the review made pursuant to para-
graph (2) ol this subscction, the reviewing official also
refuses to amend the record, or the gubstantiaﬂy stinilar
or derivative versions thercof, in accordance with the
individual's request, the agency shall--

“(A) permit the individual to file with the
agency a concise stafement setting forth the reasons
for Lis disagreemaent with the refusal of the ageney,
and

“(B) nolifly the individual of the provisions for
judicial review of the reviewing official’s determina-
tion under subscclion (k) of this section.

“(4) In any disclosure which contains information
about which the individual has filed a statement of dis-
agreement pursuant to paragraph (8) of this subsection
and which oceurs alter the {iling of such statement, the
agency shall-—-

“(A) clearly identify any portion of the record
which is dispuled, and

“(B) provide copies of the statement and, if
the ageney deems it appropriate, copies of a concise
statement of the reasons of the agency for not
making the amendments requested, to persons or
other agencies to whom the disputed information has

been disclosed.

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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“(d) LmirartoNs oN DiscLosurE.—No ageney shall

disclose any individually identifiable record by any means
of communication to any person, or to another ageney, unless

such dizclosure would be—

“(1) pursuant to a swritten request by, or with
the prior written congent of, the individual to whom
the record pertains;

“(2) required under section 552 of this title;

“(3) to those oflicers and employees of the agency

who have a nced for the record in the performance of

their duties: Provided, That such disclosire ig—-
“(A) necessary and proper for the performance
of the ageney’s own mission and functions, and
“(B) a routine use as defined by subsection
(a) (9) of this section;
“(4) to a person other than an officer or employeo
of the agency:
Provided, That such diselosure is—
“(A) a routive use as defined by subsection
(a) (9) of this section, and
“(B) certified by the designated official under
subsection (j) of this section as meeling the require-
ments in subscction (2) (9) of this section;
“(5) a collateral use as defined by subsection (a)

10) of this soction: Provided, That suck disglgsnm

A

R
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15

iy certified by the designated oflicial under snbsection

(j) of this scetion as meeting the requirements in sub-

section (a) (10) of this section;

“(6) to the Burcau of the Census for purposes of
planning or carrying out a census or survey or related
activity pursuant to the provisions of title 13;

“(7) to the National Archives of the United States
as information which has sufficient historical or other
value to warrant its continued preservation by the
United States Government, or for evaluation by the
Administrator of General Services or his designee to
-determine whether the information has such value;

“(8) a disclosure of a statistical record in a form
which is not individually identifiable;

“(9) to anothier agency or to an instrumentality
of any governmental jurisdiction within or under the

“control of the United States for a eivil or eriminal law

enforcoment aclivity if the activity is authorized by
lasw, and if the head of the agency or instrumentality
has made a twritten request to the agency which main-
tains the record specilying the particular portion desired
and the law enforcement activity for which the record
is sought;

“(10) to a person pursuant to a showing of com-

AppraliegFehraresiugse2Bstng A kD PERdH4 23n8867000%b002-3
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1 any mdividual: Provided, That, upon such disclosure,
2 ~notification thercof is transmitted to the last known
3 address of the individual to whom the record pertains;
4 “¢11) to either Iouse of Congress, or, to the extent
5 of matter within its jurisdiction, any committee or sub-
6 cominittee thereof, any joint committee of Congress or
7 subecommittee of any such joint committec;
8 “(12) to a Member of Congress is response to an
9 ~inguivy from that Member which is made at the express
10 . request of—
11 “(A) the individual to whom the record per-
12 tains and that individual is ‘& constituent of the
13 . Member, or
14 “(B) a relalive or legal representative of the
15 individual to whom the record pertains, and
16 : “(i) the requesting relative or legal rep-
17 - resentntive of the individual to whom the record
18 perlains is a constituent of the Member, and
19 : “(ii) the individual to whom the record
20 pertains is incapacitated or otherwise clearly un-
21 able fo request the Member’s assistance himself;
22 “(13) to the Comptroller General, or any of his
23 authorized representatives, in the course of the perform-
24 ance Of the dutics of the General Accounting Office; or

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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1 “{14) pursuant to the order of a court of comw-

2 petent jurisdiction. N

3 “(c) Coruncmion AND MAINTENANCGE OF INTORMA-

4 TION,—

5 (1) Bach agency that collects or maintains jn-

6 dividually identifiable records shall— -

7 “(A) collect information to the greatest extent

8 . practicable directly from the individual to whom the

9 ' information pertaing when such information may
10 atlect duite.]‘minnt:ionf; abont an individual’s rights,
11 benefits, or privileges under Tederal programs; -
12 “(B) take reasonable aflirmative steps to cnable
13 udividuals from whom it vequests information about
1t themselves or others to decide whether to supply
15 that information in as informed and uncoerced a
16 manner as is reasonably pessible and, to that end,
T e agency shall make available to the individual,
18 urless the individual has already been notified within
19 - areasonable period of time prior to the request and
20 has heen offered a retention copy of, the following
21 information:

22 “(i) the authority which authorizes the
23 solicitation of the information,

24 , “(ii) whether such disclosure is mandatory

h) re( 9 v ; . A
]I'A}i'pSQ ((2:1 For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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or voluntary and the consequences to the jn-

dividual of not providing the information,

“(iii) the principal purpose or purposes for
which the information is intended to be used,

“(iv) any routine or collateral uscs of the
information which could be reasonably expected
to influcnee the individual’s decision,

“(v) the scope, techniques, and sources of
any procedures for verification of the informs-
tion, and

“(vi) the title, husiness address, and busi-
ness telephone numher of a responsible agency
oflicial who can assist the individual in his doci-
sion or answer any questions which the individe
ual nay have;

“(0) colleet or maintain in its records only
such information about an individual as i relevant
and neeessary to accomplish a purpose of the agency
required to be accomplished by statute or by Fxeen-
tive order of the President ;

“(D) maintain all records which arc used by
the agency in making any determination about any
individual with such accuracy, timeliness, complete-

ness, and rclevance as is reasonably necessary o

assure fairness in the determination. alfhone
- Approved For Release 2002/05/07 : CIA-RDP80-00473A0‘b](s]}86h2160gﬁ'-3



9

sl

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3

19
provision shall not prohibit any agency or compo-
nent thereof which performs as its principal function
any activity relating to the enforcement of criminal
laws, from maintaining anverified or otherwise po-
tentinlly inaceurate, nntimely, incomplete, or irrele-

vant information: Provided, That such information

s clearly identified as such to all users or recipients

“of that information;

“(T) establish reasonable administrative, tech-

“nical, and physical safegnards to assure the integrity,

confidentiality, and sccurity of such individually
identifiable records so as to minimize the risk of sub-
stantial harm, embarrassment, inconvenience, or ui-
fairness to the individual to whom the information
pertains; and

“ (I} take reasonable aflivmative steps to scerve
notice on an individual when any reecord on such
individoal is made available to any person under
compulsory legal proeess when such process becomes
a mabter of public reeord.

(2) o agency, or oflicer, employce, agent, or

ey

*contiactor thereof, shall collect or maintain information

“(A) doscribing the content of any publica-

tion, speech, or other expression of belief or argu-

Appr&w&“?ohéeF&‘&si‘%ﬁb’é?hk?&i.nc|ﬂ1-§D‘f9§%‘l856;273%63%‘5340002-3
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guaranteed by the first amendient, unless such
information is compiled pursuant to an authorized
investigation of the sedifion or espionage under see-
tions 792 through 797 and scetions 2381 through
2386 of title 18, or unless such information would
be legally admissible evidence in a criminal prose-
cution and is compiled pursuant to an authorized
investigation of a violation of the eriminal laws of
the United States:

“(B) deseribing the forim in which an -
vidual publishes, speaks, or otherwise exercises his

first amendwment rights of specch, association, or

‘religion, unless such information’is compiled pur-

suant to an anthorized investigation of a violation of
the laws of the United States; or

“(0) otherwise deseribing the way any indi-
vidual exereises his riglts guaranteed by the first
amendment, except to the extent that such informa-
tion is Timited to collecting and mainfaining the
time, place, and ohserved associations of an indi-
vidual which are compiled pursuant to and in the
course of an authorized investigation of a violation
of the laws of the United States.

(3) The provisions of subparagraphs (A), (B),
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and (C) of paragraph (2) shall not prohibit an agency

~from collecting or maintaining-—

“(A) a speeilic item of information which is
expressly required Dy statute, or which is expressly
authorized by the individual to whom it pertains,
to be collected or maintained, or

“(B) information the collection or mainte-
nance of which would Ve a reasonable and proper
library, Dbibliographic, abstracting, or similar
reference fanction.

“(f) ProrAacATION 01 CORRBCTIONS.—

(1) Bach agency that maintains individually iden-
tifiahle records shall attempt to assure the accuracy,
timeliness, and completeness of the records maintained
by the sources and the prior recipients of the information
in its rocords hy taking reasonable affimative steps to
notily such sources and prior recipients who have, within
a veasonable peciod of time, provided information to, or
veceived information from, an individually identifiable
record maintained by the agency of all—

“(AY corrections of that individually identifi--
able record made pursnant to subscction (e) (1)
(B) (1) of this section;

“(B) statemenis of disagrecient regarding -

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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information contained in that individually identifi-
able record made pursuant ‘to subsection (c) (3)
of this section, together with, if such exists, the cor-
~responding statement of the agency’s position made
pursuant to subscction (c) (4) (B) of this section;
and
“(C) corrections of crroneous information con-
tained in that individaally identifiable record which
are normal updales, changes, or modifications of
thab information made in the performance of the
agency’s functions, provided that—
““(i) such corrections are made pursuant
to subsection (e) (1) (D) of this scction,
“(ii) such corrections could be reasonably
expected to aflect the outcome of any deter-
mination on the individual if known to either
the sourees or prior recipients of the erroncous
information, and
“(iit) the sources and prior recipients of the
crroncous information could not he reasonably
expected by the ageney to otherwise hecome
aware of such corrcctions through normal
means.
“(2) The agency shall not be required to mnotify,

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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1 pursuant to subparagraph (A), (B), or (C) of para-
9 graph (1) of this subsection—
3 “(A) a prior recipient who received the
4 crroncous information pursuant to section 552 of
5 this title, or :
G “(B) a source of the erroncous information ?
v who provided the information as an individual
8 ' acting on his own behalf and not in an official ca-
i 9 pacity as a representative, officer, cmployce, or
| £ 10 sgent of an agency or other organization.
11 “(8) Notwithstanding the provisions of paragraph
19 (2) of this subscction, the agency shall also take rea-
13 sonable aflirmative steps to notify any person specifically
14 ‘named by the individual to whom they pertain of cor-
15 rections or statements of disagreement or agency posi-
16 tion as enumerated i subparagraph (A), (B), or (C)
17 of paragraph (1) of this subscetion.
18 “(z) Tamness 1§y DETERMINATIONS.—In addition
19 to the provisions of subsection (e) (1) (D) of this section,

20 ageneies shall take reasonable affirmative steps to reconsider

21 any determinations which were made on the basis of er-

22 roneous information after reccipt of—

23 “(1) a correction made by an individual pursuant

24 to subsection (c) (1) (B) (i), or
Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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“(2) a corvection or a statement of disagrecment
or agency position which has been propagated pursuant
to subsection (f) of this section.

“(h) GmNERAL Notior or AamNCY SysTEMS, Pot-
ICTES, AND PRACTICES.— |

“(1) Ilach agency that maintains individually iden-
tifiable records shall publish in the Federal Register at
least annually a notice which deseribies in detail, in

. terms of systems and subsystems that most accurately re-
llects the context or manner in which the agency uses
the information, the existence and character of such sys-
terms and subsystems, which notice shall include—

“(A) the name and location of cach system or
subsystem, as well as any substantialy similar or
derivative systeins or subsystems:;

“(B) the authority for the maintenance of the
system or subsystem

“(0) the categorics of individuals on whom
records are maintained in the system or subsystem;

“(D) the categories of information or data
Hems maintained in the systewn ox subsystem;;

“(I0) cach use or disclosure of the records con-
tained in the system or subsystem, including the
categories of users and the purposes of such use or

disclosure;;
Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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1 “(I') the policics and practices of the agency

2 regardiug storage, refrievability, access controls, re-
3 tention, and disposal of the information mwaintained
4 in the system or subsystem;

5 “(G) the title, husiness address, and business
G telephone of the agency oflicial responsible for the
7 system or subsystem;

8 “(I1) the agency procedures wherehy an indi-
9 vidual can request:

10 “(i) access to records pertaining to him in
11 the systemn or subsystem, and

12 “(i1) amendment of such records; and
13 (I) the categories of sources of informabion
14 in the system, except to the extent that material so
15 published would be information to which an indi-
16 vidnal svould be denicd access under subscetions (h)
17 (3) (A) and (b) (3) ().

18 “(2) The Oflice of the Federal Register shall an-
19 nually compile and publish the notices published pur-
20 suanb to paragraph (1) of this subsection and the rules
21 published pursvani fo subsection (j) of this seelion in
22 a form available Lo the public at low cost and which
23 is indexed, arranged, or otherwise prepared to cnable
24 case of use and reference by the public.
25 “(i) Rrcims ox PAReNTS AND LEGAT GUARDIANS.—

- Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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Tror the purposes of this seetion, the parent of any minor, or
the legal guardian of any individual who has been declared
to be incompetent due to physical or mental incapacity or
age by a court of competent jurisdiction, may act on bhehalf
of the individual.
“(3) AceNeYy IMPLEMENTATION.—
“(1) The hicad of the agency shall designate one
official with the authority to oversee the agency’s im-
plementation of this section, and such designated official
shall—
“(A) be the head of an office designated or
created by the agency head, with as many com-
ponents, field offices, or other supporting structures
and staff as the ageney head deems necessary;
“(B) issue such instructions, guidelines, and
standards, and make such determinations, as are
necessary {or the implementation of this section;
“(0) take reasonable affirmative steps to assure
that all agency employees and officials responsible
for the ollection, maintenance, use, and dissemina-
tion of dividually identifiable records are aware
of the requirements of this section; and
“(i) the instructions, guidelines, standards,

and determinations, issued pursnant to subpara-

Approved For Ré'EQ'Bl} 2082)08)b 7181 L RESEBII473A000700040002-3
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1 “(ii) the rules promulgated pursuant to

o paragraph (2} of tlis sabsection, and

9 “(iii) the penalties for noncompliance.

4 0 “Y(2) I oorder to carry out the provisions of this

5 section, each agency that collects and maintains indi-

6 vidually ideatifiable records shall promulgate rules, in

7 accordance with the requirements (including general

g notice) of section 553 of this title, which shall—

9 “(A) define reasonable times, places, and re-
10 quircrnents, for identifying an individual who re-
11 o (uegts access to records pertéining to him before the
19 agency shall make those records available to the
: 12 individual;
14 “(B) establish procedures for the disclosure to
15 au individual upon his request for records pertaining
| 16 to him, including special procedures, if deemed nee-

17 essary, for the disclosure of information which would

18 :i(fl.ver.fsc,sly affect the health of the individual to whom

19 the reeords pertain or the safety of any other indi-

90 vidual; |

91 “(0) establish procedures for reviewing a re-

99 quest from an individual concerning the amendment

23 of any records pertaining to that individual, for mak-

24 ing‘a, determination on the 1‘0quést, for an appeal

25 approvill HEVALRAGCH68 15107 ALk sessoazsREN00b020002-3
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mination, and for whatever additional means may
be necessary for cach individual {o be able to exer-
cise fully his rights under this section; and

“(D) establish fees to be eharged, if any, to any
individual for making copies of records pertaining
to him, excluding the cost of any search for and

review of the records.

“(k) Covin Renmepnis.—

“(1) Whenever any agency:

“(A) makes a delermination under subsection
"(¢) of this scction not to amend an individual’s
record in accordance with his request, or fails to
make such review in conformity with that sub-
section;

“(B) roluses to comply with an individual
roquest under subscetion (b) (1) of this section;

“(C) fails o maintain any record coneerning
any individual with such accuracy, relevance, time-
Tiness, and completencss as 18 necessary to assure
fairness n any determination relating to the qualifi-
cations, cliacacter, rights, or opporfunities of, ov
benefits to, the individual that may be made on the
basis of such record, and consequently a determina-
tion is made which is adverse to the individual; or

“(D) fails to comply with any other provision

o i 25
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1 of this section, or any rule promulgated thercunder,
9 the individual may ring a civil action against the
9 ageney, and the district courts of the United States shall
4 have jurisdiction in the matters under the provisions of
5 this subsection.

G | “(2) (A) In any suit brought under the provisions
7 of paragraph (1) (A) of this subsection, the court may
3 order the agency to amend the individual’s record in
9 accordance with his request or such other way as the
10 court may direct. In such a case, the court shall deter-
11 mine the matter de novo.

12 “(B) The court may assess against the United
13 Btates reasonable attorney f{ees and other litigation costs
14 reasonably incurred in any case under this paragraph
15 in which the complainant has substantially prevailed.
16 “(3) (A) Tn any suit brought under the provisions
17 of paragraph (1) (13) of this subsection, the court may
18 enjoin the agency from withholding the records, or the
19 acconnting of the uses and disclosures thereof, and order
20 the prodnction to the complainant of any agency ree-
21 ords, or the accounting of the uses and disclosures thereof,
99 mmproperly withheld from him. In such a case, the court
923 shall determine the matter de nove. The court may ex-
24 aminc the contents of any ageney records, or any ac-

25 Appf%ddfhrﬁdéd#@ 2002405408 :(GHALRRIPEO-00473A0 007 000A0002-3
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to determine whether the records or any portion thereof,
or any acconnting of the uses-and disclosures thereof,
may be withheld under any of the exemptions set forth
in subsection () (3) of this scction, and the burden
ig on the agency to sustain its action.

“(B) The court may assess against the United
States reasonable atlorney fees and other litigation costs
reasonably incurred in any case under this paragraph in
which the complainant has substantially prevailed.

“(4) TIn any suit brought under the provisions of
paragraph (1) () or (1) (D) of this subsection in
which the court determines that the agency acted in a
manner which was intentional or willful, the court may
order the agency lo act in a manner consistent with this
seetion, and, in addition, the United States shall be liable
to the individual in an amount equal to the sum of:

“(A) special and general damages sustained
by the individual as a result of the failure under
paragraph (1) (C) or (1) (D) of this subsection,

but in no case shall a person entitled to recovery
receive less than the sum of $1,000 or more than the
sum of $10,000 in excess of the dollar amount of
any special damages; and

“(B) the costs of the action together with rea-

[SE————
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“(5) An action to enforee any liability created mn-

der thix section may be brought in the district court of

N

the United States in the district in which the complain-
anl resides, or has his principal place of business, or in
which the ageney records ave situated, or in the Dis-
triet of Colambia, without regard to the amount in con-
troversy, within 2 years from the date on which the
ause of aclion arises, except that where an agency has
materially and willfully misrepresented any information
required under this section to be disclosed to an individ-
wal and the infermation so misrepresented is maferial to
the cstablishment of the Lability of the agency to the
individual under this section, the action may be brought
at any time within 2 years after discovery by the indi-
vidual of the misrepresentation. Nothing in this scction
shall be construed to authorize any civil action by reason
of any injury sustained as the vesult of a disclosure of a
record prior to the elfective date of this section.

“(1) CrimiNan PeNALTIES.—

“(1) Any officer or cmployee of an agency, who
by virtue of his cmployment or official position, has
possession of, or access to, agency records which contain
individually identifiable information the disclosure of
which is prohibited under this section or by rules or

regulations established thereunder, and who knowing
Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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1 that disclosure of the specific material is so prohibited,
9 willfully discloses the material in any manner to any
9 person or agency not entitled to reccive it, shall be guilty
4 of a misdemeanor and fined not more than $5,000.

5 “(2) Any oflicer or employce of any agency who
6 willlally maintains any collection or grouping of records
7 without meeting the notice requirements of subsection
8 (h) (1) of thiy section shall be guilty of a misdemeanor
9 and fined not more than $5,000.

10 “(3) Any person who knowingly and willfully
11 vequests or obtaing any record concerning an individual
19 from an agency under false pretenses shall be guilty of
13 a toisdemeanor and fined not more than $5,000.

14 “(m) GovERNMENT CONTRACTORS AND GRANTEES.—
15 - (1) Any contractor or recipient of a Federal grant,
16 or any sulicontractor thercof, who performs any func-
17 tion on behalf of a Tederal agency which requires the
18 contractor or grantee to maintain individually identifia-
19 ble records shall be subject to the provisions of this
20 section, exeept that this provision shall not apply to:
21 “(A) the employment, personnel, or other
22 administrative records which the contractor or
23 grantece maintaing as a necessary aspect of support-
24 ing the performance of the contract or grant hut

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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which bear no other relation to the performance

of the contract or grant,

“(B) individually identifiable records:

“(1) which are neither required nor im-
plied by the terms of the contract or grant,

“(ii) for which no representation of Fed-
cral sponsorship or association is made, and

“ (1) which will not be submitted or other-
wise provided to the Tederal agency with which
the contract or grant is established.

“(2) The agency with which the contract or grant
is established shall, consistent with its authority, be
responsible for insuring that the contractor or grantce
complies faithfully with the provisions of this seetion.

“(8) For any contracts or grants agrecd to on or
alter the effective dale of this section to which subsec-
tion (m) (1) of this section applics:

“(A) any such contractor or grantce, or auny
employee of such confractor or grantee, shall, for
purposes of the crimuinal penalties of subsection (1)
of this scelion, he considered to be an cmployee of
the agency;

“(B) any such contractor or grantee shall, for

purposes of the civil remedies of subsection (k) of

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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this section, be considered to he an ageney, except
that the damages, atborney fees, and litigation costs
under subsections (k) (2)\(13), (k) (3) (C), and
(k) (4) shall be assessed against the contractor or
grantee instead of against the United States; and
“(0) no official or employce of any agency of
the United States shall include, or authorize to be
included, in any such contract or discretionary grant
any provision indemnifying the contractor or grantee
from the civil rernedies of subsection (k) of this

seclion.

~“An) Arcmvatu Rrcorps.—

“(1) Tiach ageney record which is accepted by the
Administrator of General Services for storage, process-
ing, and servicing in accordance with section 3103 of
title 44 shall, {or the purposes of this section, be con-
sidered to be muaiutained by the agency which deposited
the record and shall be subject to the provisions of this
seotion. The Adwinistrator of Genceral Scervices shall not
disclose the record except to the agency which main-
tains the record. or inder rules established by thal ageney
which are not inconsistent with the provisions of tlhis
section.

“(2) Bach agency record pertaining to an identifi-

able individual which was transferred to the National

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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1 Axchives of the United States as a record which has sufli-
2 cient Iustorienl or other value to warrant its continuced
3 preservation by the United Stut&s Govermnent, prior to
| 4 the effective date of this scetion, shall, for the purposes
f:l 5 of this scction, e considered to be maintained by the
6 National Archives and shall not be subject to the provi-
7 sions of this scetion, exeept that a statement generally
8 describing such records (modeled after the requirements
9 relating to records subject to subsections (h) (1) (A)
10 throngh (h) (1) (G) of this scction) shall be published
11 in the I'ederal Register.
12 ‘ “(3) Tach agency record pertaining to an identili-
13 able individual which is transferred to the National
14 Archives of the United States as a record which has
| 15 sulficient historical or other value to warrant its continued
“2 16 preservation by the United States Government, on or
17 after the offective date of this section, shall, for the pur-
18 poses of this seetion, be considered to he maintained hy
(\ 19 the National A rehives and shall he exempt from the re-
a 20 quirements of this scction exeept subsections  (h) (1)
] i
: % ol (AY through () (1) (G) of this section.
29, (0) Rupoxr ox Nuw SysraMs.—lach agency shall

provide adequale advanee notice to Congress and the Office

e
[

o4 of Management and Budget of any proposal to establish or
o5 alter any system of records in order to permit an evaluation

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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1 of the probable or potential effect of such proposal on the
9 privacy and other personnel or property rights of individuals

.

3 or the disclosure of information relating to such individuals,
4 and its effeet on the preservation of the constitutional prin-
5 eiples of federation and separation of powers.

6 (p) AxxUarn Rurorr.——The President shall submit to
7 the Speaker of the Tlonse and the President of the Senate,
8 by June 30 of cach calendar year, a consolidated report,
9 separately listing {or cach Federal agency the number of rec-
10 ords contained in any system of records which were ex-
11 empled from the application of this section under the
12 provisions of subsection (b) (3) of this scction during the
18 preceding calendar year, and the reasons for the exemp-
14 jions, and such other information as indicates cfforts to

=4 v . ) e .
15 administer fully this section.

16 “ULq) Bawreer o1 OT1BR LAWS.—

By, I .

1 “(1) Whenever an agency receives a request for

D

TN . .

18 access o records which could he processed either under

19 the provisions of section H52 of this title or under the
I

20 provisions of this section, the agency shall process such

A request under the provisions of this section, except that

22 in no mstanee shall the requesting individual receive less
ey . . . .

23 information than he would receive if the request were
24 processed under section 552 of this title,

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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“(2) No agency shall rely upon any cxemption
contained in scction 552 of this title to withhold {rom
an individual any record which is otherwise accessible
to the individual under the provisions of this section.
“(r) MaruNg Lisrs—An individual’s name and ad-
dress may not be sold or rented by an agency unless such
action is specifically authorized by law. This provision shall
not be construed to requive the withholding of names and
addresses otherwise permilted to be made public.”.

Sra. 2. Section 552 (a) (3) of title 5, United States
Code, is wmended by striking out “Except” and inserting
in lieu thereof “Tixcept as provided under scction 552a (q)

of this title, and except’.

Approved For Release 2002/05/07 : CIA-RDP80-00473A000700040002-3
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